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1. The mandate - Niels

2. The workgroup setup. – Niels 

3. Subgroup status and issue - Transport of large files -

Erlend

4. Subgroup status and issue New Payloads (Ex Asic

Container, Edifact …..) - Juan

5. Subgroup status and issue Security features (ex: 

timestamps, signature, encryptions) - Erlend

6. Plan for completing the work.
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Subjects:

• To analyse, define, describe Requirements and high-level design of critical extensions to the 

PEPPOL eDelivery Capabilities such as:

• Transport of large files

• New Payloads (Ex Asic Container, Edifact …..)

• Security features (ex: timestamps, signature, encryptions)

• Other new requirements

Deliverables:

• The WG are committed to provide the following deliverables to OpenPEPPOL

• Pre-analyse report: identification of the need for extensions 

• Requirement specification to all of the identified new Capability Extensions

• Design Documentation for all of the identified new Capability Extensions

• Revised eDelivery specifications/profile

• Implementation plan

• Relevant request for change to CEF eDelivery
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Workgroup setup:

1. Biweekly meetings  until ultimo October

2. Weekly meetings from now.

3. Groups are open for all OpenPEPPOL members.

4. Three subgroups – one for each subject:

• Transport of large files

• New Payloads (Ex Asic Container, Edifact …..)

• Security features (ex: timestamps, signature, encryptions)

The first deliverable: 

• Pre-analyse report: identification of the need for extensions 

has been  in TICC hearing process.

…… Next and rest deliverables  are expected before Christmas. 
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Transport of large files (1)

What is the official limit of document size in the PEPPOL network today?
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10 MB?

25 MB?

50 MB?

100 MB?

200 MB?

500 MB?

1 GB?

2 GB?
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Transport of large files (2)

The current proposal define some soft limits, allowing vendors to make 

expectations for scaling.
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Classification Limit

Class A 100 MB (101 * 1024^2 bytes)

Class B 250 MB (251 * 1024^2 bytes)

Class C 500 MB (501 * 1024^2 bytes)

Class D 2.0 GB (2.0 * 1024^3 bytes)
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The proposed solution allows binary data and text payloads to be transported.

XSD for payloads 100% defined

Text payloads → <TextContent>

Binary payloads → <BinaryContent>

ASiC container used for binary data transport in pre and post-award
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New Payloads
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Why ASiC
 Allows any binary payload to be transmitted

 Offers Message integrity

 Offers message authentication

 Because of compression offers bandwidth optimization

 Allows reusing current infrastructure for transport

Still to be defined

 ASiC should be sent C1 to C4 or just C2 to C3 ?

 Security ?
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Security features (1)

3 steps to increase security in the protocol according to requirements raised in 

pre-award:

Using SHA-512 as described in 3.4.3.2 in RFC 3851.

Using field “Date” as defined by IANA as described in 3.3 in RFC 3798.

Adding new transport profile (“busdox-transport-as2-ver1p0r1”?) as this is not 

backwards compatible with the current transport profile for AS2.

P
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Security features (2)

Message-ID: <1726275035.2223.1472128146123.JavaMail.tomcat7@prod-oxalis>

MIME-Version: 1.0

Content-Type: multipart/signed; protocol="application/pkcs7-signature"; micalg=sha-1; 

boundary="----=_Part_2222_1866868286.1472128146123"

------=_Part_2222_1866868286.1472128146123

Content-Type: multipart/report; report-type=disposition-notification; 

boundary="----=_Part_2220_563940699.1472128146118"

------=_Part_2220_563940699.1472128146118

Content-Type: text/plain

Content-Transfer-Encoding: 7bit

The following headers were received:a

date: Thu, 25 Aug 2016 12:29:05 +0000

message-id: f8945cdc-92a5-40ad-9d00-1e31f0280e2e

subject: AS2 message from OXALIS

content-type: multipart/signed; protocol="application/pkcs7-signature"; micalg=sha-1;

host: aksesspunkt.difi.no

x-real-ip: 52.59.154.38

x-forwarded-for: 52.59.154.38

x-forwarded-proto: https

connection: close

as2-from: APP_1000000160

as2-to: APP_1000000119

disposition-notification-to: not.in.use@unit4.com

disposition-notification-options: signed-receipt-protocol=required,pkcs7-signature; signed-receipt-micalg=required,sha1

as2-version: 1.0

user-agent: Apache-HttpClient/4.3.6 (java 1.5)

accept-encoding: gzip,deflate

content-length: 14414

The message sent to AS2 System id APP_1000000160 on to, 25 aug 2016 14:29:06 +0200 with subject AS2 MDN as you requested has been received.

It has been processed successfully.

------=_Part_2220_563940699.1472128146118

Content-Type: message/disposition-notification

Content-Transfer-Encoding: 7bit

Reporting-UA: Oxalis

Disposition: automatic-action/MDN-sent-automatically; processed

Original-Recipient: rfc822; APP_1000000160

Final-Recipient: rfc822; APP_1000000160

Original-Message-ID: f8945cdc-92a5-40ad-9d00-1e31f0280e2e

X-PEPPOL-TimeStamp: 2016-08-25T14:29:06.087+02:00

X-Original-Message-digest: q/mukHkF4Ch1ewXBC0qpoLsEzJQ9+jgja0O02oDKGSI=

X-Original-Message-alg: SHA-256

Received-Content-MIC: +aoTdfLixUjkaCJkyheahBN0lRg=, sha1

------=_Part_2220_563940699.1472128146118--

------=_Part_2222_1866868286.1472128146123

Content-Type: application/pkcs7-signature; name=smime.p7s; smime-type=signed-data

Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename="smime.p7s"

Content-Description: S/MIME Cryptographic Signature

MIAGCSqGSIb3DQEHAqCAMIACAQExCzAJBgUrDgMCGgUAMIAGCSqGSIb3DQEHAQAAoIAwggQwMIID

GKADAgECAhB8ee+cFznUQgU5YFnoU1GfMA0GCSqGSIb3DQEBCwUAMFcxCzAJBgNVBAYTAkRLMScw

JQYDVQQKEx5OQVRJT05BTCBJVCBBTkQgVEVMRUNPTSBBR0VOQ1kxHzAdBgNVBAMTFlBFUFBPTCBB

Q0NFU1MgUE9JTlQgQ0EwHhcNMTUwODI4MDAwMDAwWhcNMTcwODI3MjM1OTU5WjA1MQswCQYDVQQG

EwJOTzEXMBUGA1UEAwwOQVBQXzEwMDAwMDAxMTkxDTALBgNVBAoMBERJRkkwggEiMA0GCSqGSIb3

DQEBAQUAA4IBDwAwggEKAoIBAQCIH2s42Az0XWGjyKJ6DDhe4Tf2zbcEDhRbszqMN7I2SykALIbY

sJrH+nSVp8Qojh5zelkuNJSVbqU96W7/Ydd3GNvmcFjIwBHelbTbPsCPTdt2mwWM24FDla6AqTTO

0otDvib0/HGIx17Lh81mUl3wAnwfQFS8+fgSHO8/aB/jno8WPyH4Rmqg/Z5zXIr05zEyNLAxfP2Q

+Rx9LTXRWLNYUOfrnu/7rrw3ovmFvl7buAj3oXEI2BaODueOvXSYGK0UbqQEEzSgTDwdE3Wvxq0H

mVnybLp1ZAPa2F45zw91C6dRiGwY7QyZoPw4Xmsc3ikcmE4LphkeuvaqqKIqDI+5AgMBAAGjggEY

MIIBFDAJBgNVHRMEAjAAMAsGA1UdDwQEAwIDuDBsBgNVHR8EZTBjMGGgX6BdhltodHRwOi8vb25z

aXRlY3JsLnZlcmlzaWduLmNvbS9EaWdpdGFsaXNlcmluZ3NzdHlyZWxzZW5PcGVuUEVQUE9MQUND

RVNTUE9JTlRDQS9MYXRlc3RDUkwuY3JsMB8GA1UdIwQYMBaAFE32PgBQKIZtNaD872aq+iKhJNuN

MB0GA1UdDgQWBBQyqv89piSUpwZ/S7pH5CU9vrRFNjA3BggrBgEFBQcBAQQrMCkwJwYIKwYBBQUH

MAGGG2h0dHA6Ly9wa2ktb2NzcC5zeW1hdXRoLmNvbTATBgNVHSUEDDAKBggrBgEFBQcDAjANBgkq

hkiG9w0BAQsFAAOCAQEAqikKMW+I2jx7QDwYynzLo/zrLD3H1tnfDaHzUEd71nwYYy2oHaRXcxzS

xAX6HJdEK85RM+sRLnG8p2Algfcid7Eg/effxpaUG8hVdTG1THpZ+mLURfvBiyfbbA9U90nKFGrn

N9lfEBiXQqY683QEAS/kq15WMRvDiQbJmbSxmFE/FMkQHCkCDMESob8Q55aun+tk98F+vYwu/PaK

syyL54HGGo61J0UTr2Ujx0r9MPD9ub4XFD2H5puROhSokRJl5Te/Rb25lw4IRJzWcd4n3aapxkZw

6B/Fs4gRYeRdTpm0MwEl74Lv2MGq6paLIUn82CNsjAEeYdUmbWepMmtf1QAAMYICHTCCAhkCAQEw

azBXMQswCQYDVQQGEwJESzEnMCUGA1UEChMeTkFUSU9OQUwgSVQgQU5EIFRFTEVDT00gQUdFTkNZ

MR8wHQYDVQQDExZQRVBQT0wgQUNDRVNTIFBPSU5UIENBAhB8ee+cFznUQgU5YFnoU1GfMAkGBSsO

AwIaBQCggYgwGAYJKoZIhvcNAQkDMQsGCSqGSIb3DQEHATAcBgkqhkiG9w0BCQUxDxcNMTYwODI1

MTIyOTA2WjAjBgkqhkiG9w0BCQQxFgQUTqXeZpwSdbllpA2/y8GMysD3XW0wKQYJKoZIhvcNAQk0

MRwwGjAJBgUrDgMCGgUAoQ0GCSqGSIb3DQEBAQUAMA0GCSqGSIb3DQEBAQUABIIBAHh0sgCLFpWd

MM7QPUEEz5uBSKp4QYjAVdcx8qkjTU9gSif1kZskxZ/J0V9IDccxJYUHS8ek5/2QKoCNxWjeXI7J

P1WVRCOKnVLBsJHwpfXD42A1IxV9bLzNseuRffOqMQqSFEAxuEfRzDblKFjKBW1YjmuBnD1iU5dN

bN1AJlR6OeMWDZta/bAWZYgsg6I/JRejB530jMV87S3d3fhlBUX7l/bGInI9eMBnIXLaHaoxodF6

gGdwHjsI7iJNQ9fruYSIoWWRpnxrMGi5JrmgrkoOdVJ2K+uEEG87r9ilLUBet1f70TRiN2e3Z2+0

ySK1lcYkgKdG/qv3aMBBBGhw4WcAAAAAAAA=

------=_Part_2222_1866868286.1472128146123--

P

Message-ID: <1726275035.2223.1472128146123.JavaMail.tomcat7@prod-oxalis>

MIME-Version: 1.0

Content-Type: multipart/signed; protocol="application/pkcs7-signature"; micalg=sha-512; 

boundary="----=_Part_2222_1866868286.1472128146123"

Disposition: automatic-action/MDN-sent-automatically; processed

Original-Recipient: rfc822; APP_1000000160

Final-Recipient: rfc822; APP_1000000160

Original-Message-ID: f8945cdc-92a5-40ad-9d00-1e31f0280e2e

Received-Content-MIC: +aoTdfLixUjkaCJkyheahBN0lRg=, sha512

Disposition: automatic-action/MDN-sent-automatically; processed

Original-Recipient: rfc822; APP_1000000160

Final-Recipient: rfc822; APP_1000000160

Original-Message-ID: f8945cdc-92a5-40ad-9d00-1e31f0280e2e

Date: Wed, 23 Nov 2016 08:11:54 GMT

Received-Content-MIC: +aoTdfLixUjkaCJkyheahBN0lRg=, sha512
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Workgroup continue with 

1. Weekly meetings.

2. Groups are open for all OpenPEPPOL members.

We plan to complete the last deliverables and send those into TICC hearing before Christmas: 

• Requirement specification to all of the identified new Capability Extensions

• Design Documentation for all of the identified new Capability Extensions

• Revised eDelivery specifications/profile

• Implementation plan

• Relevant request for change to CEF eDelivery

Implementation date – deadline three month after decision, depending on whether this is posible

and necessary. 
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The work ahead


