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End User and transaction reporting

e Service Provider Agreement 9.5.8
o Making data available in order to ensure compliance as well as for statistical purposes according to the tool and template
established as part of the Data and Reporting provisions stipulated by the Internal Regulations and/or the Operational
Procedures

e Internal regulations
o 4.3 End User reporting
o 4.4 Transaction reporting

e Operational Procedures - Reporting of Statistics
o Chapter 3 Process Overview - End User Reporting
o Chapter 4 Transaction Statistics reporting
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End user reporting

Topic Comments Severe Objections

End User Identifiction ‘

DataUsage | 5 | o |
TransactionRepotting [ 19 | 4
__

Total

EndUserReporting = | 24
Objection to the principle of applying an obligation for
End User Reporting
Objection 1o the right of the PA and PCA to know the End

User information, claining they do not have the legal basis
to request and to provide it

Difficult to identify end users connected through
intermedianes




Eﬂd USGI’ |C|eﬂtIFICatIOﬂ (text from current IR)

3.3 End User Identification these are associated with different trade names or legal entities within the same
organization, associations must likewise be mapped.

3.3.1 Information to be Collected . Contact information sufficient for the End User to be reachable by the Service
/ider. Neme-and-contact Maﬂwﬁu—ﬁeh‘éeewef»eeen i‘*h‘tf‘*ﬁ*f:ﬁﬁﬂﬁ:xﬂ*&ft’)?

Peppol Service Providers shall ensure that the following information is known for all End the Pcﬁ:@k PSP (TR RS pe o

Users (senders and receivers) to which they provide Peppol services directly or indirectly
through intermediaries. As an exception, Service Providers that offer Capability Lookup . Proof of ownership — i-e-1.e_, that the information has been provided by the entity
= are not responsible for End User identification, unless they have a it concerns.

10.Which intermediaries, if any, intermediate the End User’s access to the Peppol

Legal identifier of the End User in the jurisdiction within which it is legally based, Services. The following information must be known about each intermediary:
and legal identifier Type (e-g-e.g., VAT number, company registration number). ) ) o S o o
a. Legal identifier of the Intermediary in the jurisdiction within which it is legally

based, and legal identifier Type (e-g-e.g., VAT number, company registration
number).

a. The legal identifier has to be active, in jurisdictions when such distinction
exists

B, ViEeRRgtRintier Hal aim R Giaqehain e where le“’j niiers Legal name of the Intermediary, in the jurisdiction within which it is legally

as such do not exist, oth basad,

- Eogetenraieintiine: Country and (where applicable) territory where the intermediate is legally

. Legal name of the End User, in the jurisdiction within which it is legally based. based §

. Legal address, including as a minimum country and (where applicable) territory —tegah-address-of- the-hiermediary-including-country-and-(where-applicable)
information. iefritary-rormaton

. Name-apddefitierof-the-legat-represeniative-of- the-Erd-tsef-authorsed-to-act
orrfis-hehatt

. End User's capability to receive and/or send Peppol Dataset Types (Document
Type ID).

. All Peppetidentifiers used i

V(& Th Al 5 AIRIAT RSO L oA RSl AN 2]




Eﬂd USGF |deﬂtIFICatIOﬂ (text from current version IR)

Service Providers must verify the above information concerning End Users to which they
provide Peppol Services, except in cases when this is not feasible with reasonable
efforts. Such cases may include, but are not limited to, the lack of automated means to
retrieve or verify End User information through lookup or API connection to authorltatlve
sources of lnformatlon in speaﬂc;unsdmnons ' i

If and when it comes to the attention of a Service Provider that one of their End Users is
trading under names different from its legal name, these must-may be documented-and
reperted-as-well. In particular, when the Service Provider becomes aware that different
trade names, business units, etc. are associated with different endpoints, this must

Id be adequately documented.

The ‘-“serwce Prowders remain responsnble for the correctness of End User information at-
o them. End User

Z ‘ ‘ nermore,-and it must be periodically checked at least on an
annual basns prowded that mechanisms to that effect are available, e-g-e.g., through
lookup or APl connection to authoritative sources of information in specific jurisdictions

service Providers to make




Eﬂd USGI’ ReDOFtIﬂg (text from current version IR)

43 Service Provider Reporting about End Users

fier of the End User in the jurisdiction within which it is legally
! ;_;1i>natwc. 1 mvu*ﬂ:‘e )

Country and (wh

End User's capability to receive and/or send Peppol Dataset Types (D
i .

All identifiers used in the Peppol Network by the End User, related only to the
Peppol Services which that particular Service Providers offers to them
sion of th

1 the End

1ation Must De

dentifier of the Intermediary
e Intermediary

and (where applicable) territory where the intermediate is legz

(where applicable) territory of the Intermediary’s

The provision stated in section 3.3.1 on End User identification and verification of
nformation feasibility with reasonable effort apply to the the-obligation o
Providers to report such information in accordance with this section

Reporting information on intermec
tional and may be made mandatory i
hority Specific Requirements
The provisions of th ction do not apply to Service Providers that offer

Capab

Peppot-Service-Providers-must-ensure-thatinformation-about-End-Users;-as-specified-in
the-Entity-ldentification-Policy,-shall-be-acquired-and-shalt-be-regularly-reported-to-the-
Peppot-Coordinating-Authority-which-shalt-make-it-avaitable-inm-whole-or-in-part-to-the
Peppot-Authorities-which-have-territorial-jurisdiction-over-the-country-or-territory-where
the-End-Users-are-based-f|

Fhe-information-thus-reported-shalt-be-at-a-sufficient-level-of-detail-that-tis-possible-for
the-Peppol-Coordinating-Authority-to-reconstruct-the-topology-of- the-network-from
ServiceProviderto-End-User—te-which-End-Useris-served-by-which-Serviee-Provider
and-for-which-Peppot-services-either-directiy-or-through-an-intermediary-party—¥|

Reporting shall be-made on a menthly basis. The reporting mechanism to-be used by
Service Providers and the Peppol Coordinating Authority is described in the OpenPeppol
Operational Proceduresy|




End user reporting

e After comments and discussions, what changes were we able to agree to:
o  Regarding info to be collected when verifying End User
= Took away “nice to have info” and tried to remain only with “need to have” info (relevant for KYC)
o Regarding reporting
s Lessinfo to report:
e  Refabove (less data required to collect with KYC process)
. Reporting intermediary per End User is optional (may be PA specific requirement)
e  Reporting all end point IDs in use by End User but only those related to You as SP
= Added text that also for reporting it is what is “
. le. it can be hard (at least as of today) to keep track on what each sender are able to send at any time.
Report to best effort (ie, what you have seen the sender do).
e Whyis it good:
o Asbasis, we think it is a good idea to KYC, then most of that info is relevant
© prepare us for SMP listing senders

o
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End user reporting

e Quite some of us SPs did not see much benefit or need for End User reporting
e Butthen, isthere at all any good in End User reporting, seen from a SP

perspective? Any reasoning on why this can be done?
o  As basis, we (SPs in the ARTF) think it is a good idea to focus and strengthen KYC requirements.
m Thenitis not that easy to for fraudsters to register, not that easy to just “steal” other operators
customer etc).
m  Sothen, when doing KYC anyway, we obtain info about End Users that can be reported.
o  We do already report our receivers and we are able to relate to that
m Via SMP to Peppol Directory
o  Byreporting all end users we prepare us for SMP listing senders:
m  We think this will benefit End Users, us SPs and Peppol
e Fasier for buyer to find electronic trade partners. Sellers makes themselves more visible.
That is good for both sellers and buyers.

| came to the conclusion to be able to accept this when the requirements for what to report was
reduced and requirement for accuracy got handable (feasonable with reasonable effort). QS VISMA



Transaction Reporting

4-4—Service Provider Reporting on Transaction Statistics

To monitor the evolving use of the Peppol Network, OpenPeppol needs to collect
information about the Peppol Dataset Types actually being exchanged over the Peppol
Network, considering each such exchange as a transaction between End Users. This
information must be reported by Service Providers according to the provisions of this

Policy. Specific provisions and clarification on data to be reported

vill be |

y in Chapter 2

Only statistical information based on metadata from the SBDH will be collected and
reported to OpenPeppol under this Policy. No information from the actual business
content of individual datasets will be reported

ion on country of sender and receiver shall be part of the reporting

The Peppol Service Providers are responsible for ensuring that the relevant data can be
collected in an accurate and reliable manner, using whatever methods the Peppol
Service Provider deems most efficient in its own infrastructure and operational
environment. o ' nding and receiving Service Provider is expected to be
The data reported must be entirely anonymous and thus not linkable to any natural

persons, including any (contact persons of) End Users.

ation only aft nge in the Me ge Envelop cification (e.g

Information related to actual datasets exchanged over the Peppol Network for both sent
and received datasets must be collected and reported based on the following
parameters:

1. Pate-Timing of the exchange

98. Direction of the exchange (incoming or outgoing) SUgg@StiOﬂ is “which month” (so not
99.Sending Peppol Service Provider timesta mp)

100. Receiving Peppol Service Provider

101. Peppol Dataset Type (Document Type ID)

102. Transport protocol used

103. Country of sender

104.  Country of receiver




Transaction reporting

Internal Regulation 4.4 specified content:

1. Timing Bate-of the exchange changed to exchange time period (so not timestamp or date)
2. Direction of the exchange (incoming or outgoing)

3. Sending Peppol Service Provider

4. Receiving Peppol Service Provider

5. Peppol Dataset Type (Document Type ID)

6. Transport protocol used

7. Country of sender [should be from SBDH, requirement rest until then]

8. Country of receiver [should be from SBDH, requirement rest until then]

See previous page: Information on country of sender and receiver shall be part of the reporting obligation only after a
change in the Message Envelope specification (e.g., SBDH) is adopted and implemented by Service Providers

D VIIMA



Sum up

e Some of us SPs did not at all like some of the requirements, ie related to reporting

o Now, the requirements have been changed
o not to everybody's full satisfaction
o and we have had quite some discussion in the ARTF
o However, we can see some reasoning and good even with the reporting requirements.

The current proposals was supported by us SPs in the ARFT as a negotiated result that we
think is in all good solutions for Peppol, End Users and us SPs.
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